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Abstract: An SNMP MIB oriented approach based on causality in network behavior is presented
in order to detect attack before the security of target is damaged. According to the behavior of an
abnormal variable in target, Granger causality test (GCT) is used to find preliminary attacking
variables which are causality relevant to the abnormal variable in whole network behavior. Depen-
ding on the behavior features hidden in the abnormal behavior, GCT is used again to recognize at-
tacking variables which are causality relevant to the abnormal variable in local network behavior.
The causality between attacking variables and the abnormal variable is then used to construct de-
tecting rules, which are oriented to attacker, udpOutDatagrams acting as attacking variable are
recognized successfully and detection results are acquired well in the test of Trin00 UDP Flood.
The experiment results show that the approach can effectively detect attacks from attackers,
which has effect on blocking the pervasion of attacking procedure to target.
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